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Tech-facilitated gender-based violence through Al during elections

The recent elections in Bangladesh, Nepal and South Korea showed the online mis- and
disinformation as persistent fixtures in the electoral environment. Monitoring efforts also
showed that gender-based attacks and violence online continued to affect women’s
participation and engagement in elections.

As prevalent as they are, however, the policies to address the proliferation of online mis- and
disinformation during elections and mitigate their impact on electoral integrity are under
strain. With the increase in utilization of artificial intelligence (Al) in generating and spreading
mis- and disinformation content, such policies have not caught up.



Women voters in Bangladesh waiting to vote. Women accounted for only around four percent of the total number
of candidates nationwide. Only seven women candidates were directly elected as members of parliament in the
last election.

Elections in Bangladesh, Nepal
2026 General Elections and Referendum in Bangladesh

In a study in Bangladesh, 72 cases of Al-manipulated election-related content were identified
between December 2025 and February 2026." Bangladesh held elections on 12 February
2026 following the 2024 July uprising that toppled the regime of ousted prime minister
Sheikh Hasina.

Activate Rights, in another study, found that "coordinated narrative manipulation functioned
as a structural feature of the February 12 election" which saw a "disturbing rise in the use of
generative Al to target female candidates."?

“Women candidates experienced disproportionate levels of online abuse despite constituting
only four percent of contestants, with seven ultimately elected,” said the report titled "Faith,
Fear, and Falsehoods: Mapping Communal Misinformation and Hate in Bangladesh's 2026
Election."® These incidents included coordinated attacks, sexualized slurs and Al-generated
manipulated media.
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ANFREL, in its observation of the elections, noted receiving reports of threats and
intimidation targeting women candidates, their supporters, and campaign workers during the
electoral period. Citing the monitoring of Arshi Trust, in partnership with the Forum for
Women’s Political Rights, women candidates and politically active women were found to be
targets of tech-facilitated gender-based violence with abusive content more prevalent in the
comments section and discussion threats.*

While ANFREL’s social media monitoring during the elections in Bangladesh found that
democratic content were more prevalent than undemocratic content, the monitoring captured
a distinct pattern of anti-democratic content that moved beyond standard political critique to
explicitly advocate for voter suppression, systemic boycotts, and the ideological rejection of
the democratic framework itself.

2026 House of Representatives Elections in Nepal

In Nepal, the Election Commission said there was widespread use of hate speech and
deepfake content during the 2026 elections. These include Al-generated videos purporting to
show candidates insulting opponents or using obscene language.® Nepal similarly held
elections after a political upheaval in the wake of the Gen Z protests in September 2025.

Women voters in Nepal walking towards a campaign venue to attend a campaign event. There were also
relatively few women who contested the last elections compared to their male counterparts.
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In the social media monitoring of the United Nations Development Programme (UNDP) for
the 2026 elections in Nepal, UNDP said the election environment was highly polarized with
high volumes of hate speech and hostile discourse against candidates from certain political
parties where attacks targeting women included both vulgarity and identity-based violence.®
Almost 54% of content flagged as high-risk attempting to spread disinformation was spread
using Al-altered or generated audio, video and texts; most used were Al-altered or
generated videos, followed by Al-altered/manipulated images, and manipulated or
Al-generated audio.’

UNDP said that the problematic posts they monitored targeted male candidates, some
applying to both male and female candidates, with fewer posts targeting women candidates.
They found around six percent of the posts were directed at female candidates. The lower
number of problematic posts towards women candidates reflected the male dominant
electoral contest.

There were problematic posts monitored that attacked, demeaned or incited hatred against
individuals or groups for their ethnicity, religion, gender, or other identity markers. In one
instance, a political figure dressed as a woman was "mockingly labeled with derogatory
terms implying a non-heteronormative sexual orientation, and suggesting that lack of
electoral support was associated with his new 'gay' sexual identity". In other posts, sexual
harassment and slut-shaming were used as tactics and in another, a post targeting a female
candidate used deeply personal and sexually demeaning language to attack her character
and private life.

In a more focused monitoring of Facebook pages of 51 women candidates, UNDP found
hateful and sexually charged comments with remarks ranging from misogyny to
dehumanizing and vulgarity to extreme vulgarity. They also identified coordinated-like efforts
with fake accounts making such posts and some accounts repeatedly making similar posts.

Approaches to Al use during elections

South Korea bans the production and distribution of deepfake videos for election
campaigning from 90 days before the election under Article 82-8 of the Public Official
Election Act, as amended in 2023.2 The Al Basic Act also broadly "requires businesses
generating deepfake Al content to make clear that the content is Al generated, such as
through a watermark."®

During the recent local elections, South Korea also deployed an "Al-based detection
technology" to "prevent the spread of false content using deepfakes" in the June 3 local
elections. Another system supported the rapid evaluation and analysis of dubious video or
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audio content during the election period.”® "Officials say the programme is 92 per cent
accurate, with human experts reviewing the most sophisticated material.""

The election management bodies in Bangladesh and Nepal, meanwhile, issued codes of
conduct for political parties and candidates that covered the prohibition of the misuse of
social media and Al, particularly on spreading mis- and disinformation online, during the
election period."?

In Nepal, UNDP found 388 violations of provisions in the code of conduct related to the
misuse of social media, artificial intelligence and election-related mis- and disinformation.
They found 95 violations of the provision "prohibiting the manipulation or distortion of content
using Al to influence elections" and another 56 violations of the provision "prohibiting the
influencing of elections through disinformation, defamation, hate speech, or misleading
commentary on social media.""

UNDP said that while the Election Commission of Nepal (ECN) did not use their eMonitor+
platform for social media monitoring during the elections, they supported ECN with strategic
communication through their monitoring efforts, analyzing selected posts to produce trend
reports on various themes.™

In a policy brief, UN Women offers to counter technology-facilitated gender-based violence
with the same technology used to target women leveraging Al tools to "detect, identify and
reduce abusive content, offering opportunities for proactive prevention."'

The policy brief cited as promising practices the cases in Australia and South Korea. In
Australia, the eSafety Commissioner's Office employs a three-pillar strategy of prevention,
protection and proactive/systemic change. The commission provides reporting schemes and
law enforcement in pursuant of the Online Safety Act. In South Korea, the National Centre
for Digital Sex Crime Response was established in 2018 providing image deletion,
counselling and case coordination. They use Al tools including "Al-powered counselling
system offering tailored victim support and a web-crawling system that learns victim images,
scans platforms within 24 hours and triggers takedown requests."

Protection against tech-facilitated gender-based violence needed

There have been various approaches to addressing the spread of election-related online
mis- and disinformation which range from the implementation of codes of conduct to
campaign guidelines and legal provisions. Understandably, more often than not, these
provide prohibitions on the misuse and abuse of tools, platforms and actions.
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However, there remains gaps in monitoring, detection, reporting mechanisms and
enforcement. There also lacks provisions affirming rights and freedoms as well as
protections for vulnerable sectors and groups. This affects the already low engagement and
participation of such groups who continue to face adverse and harmful actions towards
them.

As the cases in recent elections suggest, the online discourse surrounding women
undermines their abilities and further victimizes them based on their gender. Deepfake
technology, in particular, has been noted to have a "disproportionate effect on women" where
they are used for tech-facilitated gender-based violence that affect democratic
participation.'®

ANFREL continues to echo key recommendations in addressing mis- and disinformation
during elections employing a framework with the protection of freedoms of expression and
civic spaces at the center. This include 1) enhancing transparency through open access to
information, 2) improving engagement and responsible information consumption, production
and distribution though information, media and digital literacy and fact-checking and social
media monitoring, and 3) recognition of key institutions and stakeholders like journalists,
fact-checkers, and citizen observers as contributors to strengthening information integrity.

As women, children, persons with disability, ethnic groups, members of the LGBTQIA+
community continue to face barriers in their engagement and participation in elections both
offline and online, mechanisms to protect them are necessary. This includes a holistic
approach of enforcing existing protections for vulnerable groups, better coordination and
collaboration with tech companies, and enhancing accountability mechanisms against
abusers and instigators of hate and discrimination.
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