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Al and Elections Revisited

One of the emerging trends during the 2024 super election year was the use of artificial
intelligence in elections, particularly in electoral campaigning and in mis- and disinformation
efforts that target specific electoral actors and electoral processes.

Much has been said about the use of Al and its impact on elections and democracy since
then with some downplaying precautions on the possible misuse and abuse while others
seeking a more nuanced and restrained approach geared towards balance and protection of
rights and freedoms against excessive regulation and censorship threats.

As the Asian Network for Free Elections (ANFREL) has monitored in previous issues of the
"Elections and Technology Reader", there have been policy efforts to address the possible
misuse and abuse of Al and other emerging technology in the context of elections. There are



existing laws in several jurisdictions that directly address Al use and development and other
election-related regulations like in South Korea, Singapore and the Philippines."

ANFREL has also noted the policy of tech platforms and developers of Al tools in addressing
potential misuse and abuse of the platform and technology they deploy to the public.?

Two recent publications on Al and elections offer what observers and researchers have been
sounding off that Al is here, they are being used during elections in varying degrees and in
different use cases and that misuse and abuse of Al and other emerging technology pose a
threat to credible elections and democracy.

Al and Elections

In a study, the International Panel on the Information Environment (IPIE) said Al was used in
more than 80 percent of elections conducted in 2024.% IPIE documented 215 instances of Al
in elections in 2024 where Al use was characterized as having a harmful role in 69 percent
of the cases while in some 25 percent, electoral candidates used Al for themselves to
translate speeches into local dialects and identify voter blocs to reach.*

The “most disruptive case” occurred during the presidential election in Romania. Romania's
Constitutional Court annulled the outcome of the first round of the 2024 presidential election
citing irregular financing and suspected foreign interference.® The government said the
campaign that boosted a particular candidate relied heavily on a well-coordinated,
popularity-boosting campaign on Tiktok sponsored by Russia.® A new election was held in
May 2025.7

The International Foundation for Electoral Systems (IFES) said in a report that "the
Romanian ruling signifies an important shift; the court's decision highlighted the impact of the
extensive deployment of artificial intelligence (Al), automated systems, and coordinated
information integrity campaigns on electoral integrity ..." IFES noted the challenges in
evidentiary requirements in election-related cases and that the case "reflects the growing
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challenge electoral authorities and courts face in addressing irregularities that stem from
technological and foreign interference and hybrid warfare."®

The International IDEA, in their recent report “Safeguarding Democracy: EU Development at
the Nexus of Elections, Information Integrity and Avrtificial Intelligence”,® used case studies to
"support development practitioners in identifying opportunities to promote information
integrity and the ethical use of Al, while maintaining a long-term vision rooted in holistic
support for democracy" drawing insights from the experience of Bangladesh, Ghana,
Indonesia, Mexico, Mongolia, Pakistan and South Africa.

The International IDEA report found that "the spread of disinformation and other fake and
misleading content online is not simply about creating damaging narratives but about
polluting the very flow of information." It noted that the positive impact of the use of
Al-powered tools to connect with voters was undermined by their use to manipulate voter
perceptions.

International IDEA said that the spread of Al-generated disinformation erodes public trust
leading to decrease in the population's motivation to engage in elections, disrupts genuine
democratic debate, disproportionately targets women and potentially leads to
disenfranchisement of entire groups.

What ANFREL has observed so far

In recent international election observation missions of ANFREL, notable cases of Al use
have been monitored in Indonesia, Sri Lanka and the Philippines.

In Indonesia, Al tools were embraced in the various use cases for campaigning during its
2024 elections.”® There were efforts to promote responsible Al use through CSO-led joint
commitment for candidates and political parties, ethical guidelines and voluntary labeling on
social media. Fact-checking groups have noted that Al-generated mis- and disinformation
has made it more challenging for them to verify content spreading online.
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In Sri Lanka," Al-generated contents were observed to have targeted candidates, with one
video distorting a speech by a key presidential candidate and another spreading
homophobic imagery of some during the 2024 presidential election. ANFREL noted that the
Election Commission of Sri Lanka was hampered by a lack of infrastructure, resources, and
technological tools to effectively tackle the scale and complexity of disinformation campaigns
which then allowed false narratives to spread unchecked, distorting the electoral process
and undermining public trust in democratic institutions.

In a limited social media monitoring effort covering official campaign pages of senatorial and
party-list candidates during the 2025 national and local elections in the Philippines, ANFREL
and The Carter Center observed very few instances of candidates and party-list groups
themselves sharing fabricated information.’> ANFREL and TCC observed that the false
narrative did circulate during the elections but simply did not originate from candidates or
party-list groups noting that they instead made efforts to correct these narratives with factual
information and warned the public against Al-generated or manipulated photos or videos of
themselves online. The Commission on Election (COMELEC) issued guidelines on the use
of Al and other online tools and platforms for campaigning including a directive on disclosure
of use of Al in campaign materials.
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Moving Forward

Observers have noted that the impact of Al on elections have not been at a scale that people
expected and warned of from the 2024 experience, Al use would only continue to be more
prevalent in the years to come.

With the recent political developments in several countries in Asia, particularly revolutions
driven and led by the public's outrage against corruption and overall dissatisfaction with
government, there is a need to be more vigilant and that the necessary interventions are in
place to proportionately address the misuse and abuse of Al in elections.

Already, with the upcoming elections in Bangladesh, experts warn about the potential misuse
of Al to spread false information, propaganda and deep fake content that could undermine
electoral integrity."

Election management bodies should be well equipped to handle monitoring of at least mis-
and disinformation efforts that undermine electoral processes. Political parties and election
candidates must adhere to higher ethical and professional standards in the utilization of
digital tools in their campaigning. Fact-checking initiatives are still highly valuable as much
as there is a greater need for robust media, information and digital literacy among the
electorate. The accountability and responsibility of tech companies creating Al tools and tech
platforms generating and disseminating information should be in check.
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