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Reading the fine print: Terms of service, usage policies of Al
platforms on election-related use

Several analysts have indicated that the impact of the use of artificial intelligence (Al) during
elections was not as adverse as anticipated in the 2024 super election year. There have
been both positive and negative use cases of Al in various aspects of elections.

The more prominent uses of Al are in election campaigning and efforts to degrade the
information landscape through mis- and disinformation campaigns thus calling for certain
levels of interventions like issuing guidelines on the responsible use of Al to mitigate the
potential misuse and abuse of the technology.

As noted in the previous issue of ANFREL's Elections and Technology Reader, election
management bodies such as the Commission on Elections (COMELEC) in the Philippines
have issued guidelines' with emphasis on transparency and disclosure on the use of Al and
other emerging technologies in election-related paraphernalia of political parties and
candidates. The Constitutional Court of Indonesia has taken another step in a recent ruling
"against the use of "photos excessively manipulated through Al during election campaign
period."?

During the elections in India, Al was largely embraced for campaigning and while Al tools
were used to deploy mis- and disinformation campaigns through deepfake videos, India's
use of Al during elections was seen as constructive "for the most part™ in Al-assisted
communication to reach out to the electorate like in language translation.

In Taiwan during the 2024 presidential election, Al was used in mis- and disinformation
campaigns which included "targeting certain politicians' privacy and speech, and creating
misleading narratives around government policies and voting procedures."*
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https://en.tempo.co/read/1959473/constitutional-court-rules-against-excessive-use-of-ai-manipulated-i
mages-for-election-campaign
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https://www.pbs.ora/newshour/world/indias-latest-election-embraced-ai-technology-here-are-some-wa
ys-it-was-used-constructively

4 https://www.thomsonfoundation.org/media/268943/ai_disinformation_attacks_taiwan.pdf
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An Al-generated image via ChatGPT when prompted to "create an image representing how Al generates images."

Social media platforms such as Facebook, X, and Youtube have also provided tools for
voluntary disclosure on the use of Al in the content uploaded and posted by users.®

But how about the tech companies developing and deploying generative Al tools that are
publicly available? What policies do they have on the use of their tools for election-related
content?

As in the case of Indonesia during the General Elections in February 2024, a Reuters report
mentioned that Midjourney and Al tools powered by OpenAl were utilized for generating
campaign paraphernalia. Here are policies of tech companies deploying Al tools related to
the use of Al during elections:

The Community Guidelines under the Terms of Service of Midjourney explicitly indicate that:

4. You may not use the Services to generate images for political campaigns, or to try
to influence the outcome of an election.®

Similarly, OpenAl's Usage Policies’ prohibit the building with OpenAl API platform and
building with ChatGPT performing or facilitating "activities that may significantly affect the
safety, wellbeing, or rights of others" including:
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https://anfrel.org/2024-indonesian-general-elections-beyond-power-upholding-the-rule-of-law-amid-de

mocratic-adversities/ ; See page 42-27
6 https://docs.midjourney.com/docs/terms-of-service
" https://openai.com/policies/usage-policies/
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e Engaging in political campaigning or lobbying, including generating campaign
materials personalized to or targeted at specific demographics

e Deterring people from participation in democratic processes, including
misrepresenting voting processes or qualifications and discouraging voting

Further, among OpenAl's safety protocol® on elections, they said they are "committed to
protecting the integrity of elections and the democratic process" including:

e Joining the Coalition for Content Provenance and Authenticity (C2PA) Steering
Committee and incorporating C2PA metadata to all images created by DALLE 3 in
ChatGPT and OpenAl API.

e Working with government agencies and civil societies to direct ChatGPT users to
official sources on election related questions

e Not allowing users to build applications for political campaigning or to create chatbots
that pretend to be real people or institutions

e Endorsing legislation (in the US) seeking to ban deceptive Al-generated media in
political ads involving federal candidates, with exceptions to protect First Amendment
rights.

The Coalition for Content Provenance and Authenticity® aims to "build an end-to-end open
technical standard to provide publishers, creators, and consumers with opt-in, flexible ways
to understand the authenticity and provenance of different types of media." Big tech
companies like Adobe, Google, Meta, Microsoft, among others, are also part of the coalition.

Google's Generative Al Prohibited Use Policy also restrict users in engaging in
misinformation, misrepresentation or misleading activities including "facilitating misleading
claims related to government or democratic processes or harmful health practices, in order
to deceive." The policy also covers prohibition on inciting violence, hate speech, sexually
explicit content, impersonation, among others.

Meta rolled out a change to the "Al info" labels differentiating between content edited or
modified by Al tools from those generated by an Al tool. Information about Al tool-edited or
modified content is available through the post's menu while the "Al info" label is displayed on
detected Al tool generated content.™

Al is becoming more seamlessly integrated into the lives of the public in various aspects of
their lives as tech companies have been developing and deploying their own Al models
integrated into smartphones and systems that are publicly available. This impacts the
public’s generation and consumption of information.

8 https://openai.com/safety/

® https://c2pa.org/

10 hitps://policies.google.com/terms/generative-ai/use-policy
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https://about.fb.com/news/2024/04/metas-approach-to-labeling-ai-generated-content-and-manipulated
-media/
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The policies of key stakeholders like the government, social media companies, and tech
companies developing and deploying Al tools, would shape how Al could potentially protect
and improve the people’s exercise of civil and political rights or further curtail them.

While not exhaustive, these policies of tech companies on Al tools have varying degrees of
restrictions where the use of such tools could impact elections and democratic processes.
How effective these are and their implementation in upholding electoral integrity are yet to be
seen.

ANFREL continues to monitor how Al and other emerging technologies are utilized during
elections and their impact on electoral integrity. But as we’ve learned from the experiences
of countries where these technologies are utilized, there are pros and cons as much as there
are potential misuse and abuse without clear guidelines and guardrails that could mitigate
risks and harms. It requires a holistic approach that may not necessarily involve new
legislations but more coordination and cooperation among various stakeholders and
fortifying existing laws and regulations that protect the rights and freedoms of the public
particularly in accessing information, data privacy and security, among others.

News and Updates

Here are other news and updates related to elections and emerging technologies:

e "Meta drops fact-checking, loosens its content moderation rules", TechCrunch, 7
January 2025

e "Al-driven 'war rooms', memes and social media: The new age of political
campaigning in India's 2024 elections", The Times of India, 4 January 2025

"Constitutional Court Rules Against Excessive Use of Al-Manipulated Images for
Election Campaign", Tempo, 2 January 2025

e "From memes to Al: How digital tools reshaped India's 2024 general elections",
Business Standard, 31 December 2024

"How Al was used in 2024 elections: Voice and chatbot clones. drafting speeches,
emails", Rappler, 30 December 2024

"How did misinformation and foreign interference shape the ‘super year’ of
elections?", Yahoo! News, 27 December 2024

e "The Year of the Al Election Wasn’t Quite What Everyone Expected", WIRED, 26

December 2024

e "Did artificial intelligence shape the 2024 US election?", Al Jazeera, 25 December
2024

o " fakes Barely Im 2024 Elections B They Aren’t Ver

"How Al deepfakes polluted elections in 2024", NPR, 21 December 2024

"Will Al enhance or undermine Asia’s elections?", SCMP, 15 December 2024
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"Al used to target election fraud and criminal deepfakes", The Canberra Times, 11
December 2024

"Meta says gen Al had muted impact on global elections this year", Reuters, 3
December 2024
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