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Generative artificial intelligence or Gen Al and other emerging technologies have been
noticeably increasingly utilized during elections particularly in campaigning as well as in
creating contents that spread mis- and disinformation online.

The Asian Network for Free Elections (ANFREL) is launching the “Elections and
Technology Reader” as a supplement to the bimonthly newsletter e-Bulletin to look into
emerging trends in the development of generative Al and other emerging technologies and
the issues and challenges as well as related guidelines and policies connected to utilization
and application of technology during elections.

For the first issue of Elections and Technology Reader, ANFREL looks into the experience
of Indonesia in the 2024 General Elections.
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The Prabowo-Gibran tandem utilized Al tools in their presidential campaign.



Al-powered campaigning

Several candidates in Indonesia embraced the use of Gen Al in their campaigning.’ The
Prabowo-Gibran presidential tandem deployed Al generated avatars of themselves that
portrayed them as "gemoy", Indonesian slang for cute and cuddly, to appeal to the younger
voter population, which were used for posters and viral dance videos online.? The team also
launched an Al-powered mobile web-based application where voters can take a "selfie" with
the candidates.?

While not entirely attributed to the campaign strategy with other factors at play, Prabowo,
who has been accused of rights abuses and war crimes, was able to successfully rebrand
himself among the consciousness of the Indonesian electorate and eventually win the
election after two failed attempts.

Reuters said in a report that the Prabowo avatar was generated through Midjourney "whose
guidelines bar its use for political campaigning." The same report revealed that Al tools used
in the Indonesian elections were powered by OpenAl who said they are investigating political
chatbots and tools using its technology.*

The other presidential candidates deployed Al-powered chatbots to reach out to their
constituents and answer questions about their policies.®

Al and mis-/disinformation

Several Al generated deep fake videos also made the social media rounds during the
election season in Indonesia were debunked by fact-checking groups. For one, a deep fake
video of Prabowo speaking Arabic was viewed millions of times on TikTok.® In another
debunked video, presidential candidates Anies Baswedan was speaking Arabic at a public
event’ while President Joko Widodo was delivering a speech in Mandarin.®

Late president and Golkar Party founder Suharto was also featured in an Al-generated deep
fake video posted by Golkar Party deputy chairman Erwin Aksa on X. In the video, receiving
4.7 million views, Suharto urged voters to support candidates from the party.®

1
https://www.reuters.com/technology/generative-ai-faces-major-test-indonesia-holds-largest-election-si

nce-boom-2024-02-08/
2 hitps://www.bbc.com/news/world-asia-68028295
3 . H

https://fotober2.ai

NUPS: cule
nce-boom-2024-02-08/
5

https://edition.cnn.com/2024/02/12/asia/suharto-deepfake-ai-scam-indonesia-election-hnk-intl/index.ht
ml

6 https://factcheck.afp.com/doc.afp.com.34324G7

7 https://factcheck.afp.com/doc.afp.com.342A6RJ

8 https://factcheck.afp.com/doc.afp.com.33Z42RT

% https://x.com/erwinaksa_id/status/1743858270799003875


https://x.com/erwinaksa_id/status/1743858270799003875
https://factcheck.afp.com/doc.afp.com.33Z42RT
https://factcheck.afp.com/doc.afp.com.342A6RJ
https://factcheck.afp.com/doc.afp.com.34324G7
https://edition.cnn.com/2024/02/12/asia/suharto-deepfake-ai-scam-indonesia-election-hnk-intl/index.html
https://edition.cnn.com/2024/02/12/asia/suharto-deepfake-ai-scam-indonesia-election-hnk-intl/index.html
https://www.reuters.com/technology/generative-ai-faces-major-test-indonesia-holds-largest-election-since-boom-2024-02-08/
https://www.reuters.com/technology/generative-ai-faces-major-test-indonesia-holds-largest-election-since-boom-2024-02-08/
https://fotober2.ai
https://www.bbc.com/news/world-asia-68028295
https://www.reuters.com/technology/generative-ai-faces-major-test-indonesia-holds-largest-election-since-boom-2024-02-08/
https://www.reuters.com/technology/generative-ai-faces-major-test-indonesia-holds-largest-election-since-boom-2024-02-08/

Ew Erwin Aksa &

@erwinaksa_id

Harapan dan perjuangan bangsa Indonesia tak akan pernah padam,
akan selalu diwujudkan dalam setiap generasi. Mimpi-mimpi Indonesia
akan selalu terwujud. Pada 14 Februari 2024, kita akan menentukan
nasib bangsa Indonesia. Kita harus memilih wakil rakyat dan pemimpin
yang tepat untuk Indonesia, untuk seluruh rakyat Indonesia.

Video ini dibuat menggunakan teknologi Al untuk mengingatkan kita
betapa pentingnya suara kita dalam pemilihan umum yang akan
menentukan masa depan agar harapan rakyat Indonesia terwujud dan
sejahtera.

#ErwinAksa #ea #soeharto
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Al-generated video of late Indonesian president Suharto as posted by Golkar Party deputy
chairman Erwin Aksa via X. The platform labeled the video post as “presented out of
context.”

Addressing misuse and abuse of Al

There was a CSO-led attempt to enjoin electoral stakeholders to sign a "Joint Commitment
on the Code of Ethics for Election Campaigning on Social Media for the 2024 Indonesian
Elections"'® was not widely supported. Among the commitments related to the use of Al and
other technological tools include:

3.1.2. Avoid the use of technological tools and Al, to create fake accounts, bots, and
use them as well as microtargeting for trolling and cyberbullying.

6.1. Signatories commit to transparently declaring the use of Al in election
campaigns.

6.1.1. Label political content (including Al generated content) posted by registered
election participants on their social media accounts and campaign teams registered
with the General Election Commission (KPU) and reported to the Election
Supervisory Body (Bawaslu).

6.1.2. Ensure public awareness of Al-generated content.
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The Ministry of Communication and Information (Kominfo) signed Circular No. 9 of 2023
concerning the Ethics of Artificial Intelligence outlining "ethical values, implementation of
ethical values, and responsibility in the use and development of Al" which apply to Al-based
programming activities in the public and private sector.'

For their part, social media platforms implemented voluntary labeling of Al-generated content
and cautioning users against "synthetic" content that may lead to deception and confusion.

Impact of Al-generated content to spread disinformation

In a survey on whether voters would believe two specific deep fake videos that spread
during the election, the ISEAS-Yusof Ishak Institute and Lembaga Survei Indonesia™ found
that there are those who would believe the videos as true and that the results "highlight the
potential for deepfakes to spread disinformation." The study also "found evidence of
selective exposure and selective belief* wherein likelihood of believing in particular
disinformation campaigns with deepfake content depended on their "partisan inclination."

Fact-checking group Masyarakat Anti Fithah Indonesia (Indonesian Anti-Defamation
Societym, MAFINDO) said the number of political hoaxes in the year leading up to the 2024
elections doubled compared to the same time leading up to the 2019 elections. They
recorded 2,330 hoaxes in 2023 accounting for 1,292 political hoaxes and 645
election-related hoaxes.™

Fact-checkers said that Al-generated mis- and disinformation has made it more challenging
for them to verify content spreading online, particularly audio content that would require
technical expertise to debunk. A supposed voice recording of National Democratic Party
(NasDem) chairman Surya Paloh scolding Baswedan over his performance at the polls and
presidential debates made the rounds online.™ It took experts to point out details including
word choices, pronunciation and unnatural and out of character phrasing to debunk the
content.

While the impacts on election of the use of Al and other emerging technologies are yet to be
fully seen, the increasing widespread use and cases of misuse and abuse particularly in
spreading mis- and disinformation calls for wider discussion among various stakeholders
and serious consideration in implementing guidelines and regulations that would protect
information integrity and ensure the exercise of free expression.
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News and Updates
Here are other news and updates related to elections and emerging technologies:

e [VIDEO] "How Russia is using artificial intelligence to interfere in elections", PBS, 5

September 2024

e [Opinion] "Al's impact on elections is being overblown", MIT Technology Review, 3
September 2024

e "Al genera

tools", Daily M/rror 2 September 2024

e "California lawmakers approve legislation to ban deepfakes, protect workers and
regulate Al", AP, 1 September 2024

e "Google rolls out safeguards for more of its Al products ahead of the US presidential
election", TechCrunch, 30 August 2024

e "Artificial intelligence among top contributors for 2024 elections misinformation", The
New York Times, 21 August 2024

e "Artificial intelligence among top contributors for 2024 elections misinformation”,
Voice of America, 20 August 2024

e "lranian group used ChatGPT to try to influence US election, OpenAl says", The
Guardian, 16 August 2024
[Opinion] "Regulating A.l.", Daily Guardian, 14 August 2024
"The deepfake election nightmare hasn’t happened. Singapore still wants to ban
them", Rest of World, 14 August 2024

e "Thai Al developer highlights ethical boundaries in responses", Thai PBS World, 11
August 2024

e [Opinion] "Year of elections: Lessons from India's fight against Al-generated
misinformation", World Economic Forum, 6 August 2024
"Taiwan and Artificial Intelligence", Taiwan Insight, 5 August 2024

"Erom disinformation beneficiary to target: Marcos battles deepfakes”, Rappler, 1

August 2024
e "Singapore public worry deepfakes will influence next election", Intelligent CISO, 31
July 2024

e "Al and Deepfakes Raise Concerns for Singapore Voters Ahead of Elections",
Fintech Singapore, 24 July 2024

e "Asia Faces Eroding Democracy Through Technological Repression", The Pinnacle
Gazette, 30 July 2024

e "Philippines election authority deploys deepfake task force, digital IDs for overseas
voters", Biometric Update, 25 July 2024
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